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What Is Session Hijacking

Session Hijacking is when an attacker gets access to the session state of a
particular user. The attacker steals a valid session ID which is used to get
into the system and snoop the data. WhatsApp Sniffer is popular Session
Hijacking attack. Session Hijacking first attack on Christmas day 1994 by
Kevin Mitnick when http 0.9 was release.

Spoofing vs. Hijacking
« Spoofing

Spoofing is the act of disguising a communication from an unknown
source as being from a known, trusted source. Spoofing can apply
to emails, phone calls, and websites, or can be more technical, such
as a computer spoofing an IP address, Address Resolution Protocol
(ARP), or Domain Name System (DNS) server
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» There are 2 types of Session Hijacking
1) Active :
In an active attack, an attacker finds an active session and takes over.
2) Passive :

With passive attack, an attacker hijacks a session, but sits back, and
watches and records all the traffic that is being sent forth

Session Hijacking Levels

P Session hijacking takes place at two levels:
1. Network Level:

Network level can be defined as the interception of the packets during
the transmission between client and the server in a TCP and UDP
session

2. Application Level:

Application level is about gaining control on HTTP user session by
obtaining the session ID’s

Network Level

P Network level session hijacking is particularly attractive to hackers
because it provides some critical information to the attacker which
Is used to attack application level sessions

» Network level hijacking includes:
TCP/IP Hijacking




IP Spoofing: Source Routed Packets
RST Hijacking

Blind Hijacking

Man in the Middle: Packet Sniffer
UDP Hijacking

Blind Hijacking

» In blind hijacking, an attacker injects data such as malicious
commands into intercepted communications between two hosts.

» The hacker can send the data or comments but has no access to see
the response.

Man in the Middle: Packet Sniffer (MITM) and UDP Hijacking

» In this attack, the packet sniffer is used to interface between the
client and the server.




» The packets between the client and the server are routed through
the hijacker’s host by using two techniques:

1. Internet Control Message Protocol (ICMP)
2. ARP spoofing
» UDP Hijacking:

» Man in the Middle attack in the UDP hijacking can minimize the
task of the attacker.

Application Level Session Hijacking

In this level, the hacker gains the session ID’s to get control of the
existing session or even create a new unauthorized session

» Application level session hijacking includes:

Obtaining Session ID’s

Sniffing

Brute Force

Misdirected Trust

Session Hijacking Tools

» WireShark: sniffing packets
P Juggernaut: Linux base, Flow across the network
» Hunt: Unix base, sequence number prediction
» TTY Watcher: sun, monitor and control users system
» IP Watcher: commercial Software

P T-Sight : Windows , Commercial software




» Paros HTTP Hijacker: spidering, proxy-chaining, filtering,
application vulnerability scanning.

» Hjksuite Tool:

» DnsHijacker Tool and many open source scripts like cookie
injector.

Detection of Session Hijacking

Detection Methods

Automatic Method

Manual Method

Using Packet sniffing Software

Normal Telnet Session

Foecing an ARP Entry

Prevention of Session Hijacking
P There are mainly four methods to prevent session hijacking:
1. Encryption
2. Connections
3. Anti-virus Software

4. Employee education




Session Hijacking practical

Step 1. Search for any online shopping site in this case we are using
BigBasket as an example (In Victims Browser).

@ bigbasket - Goo

<« C & googlecom

i Apps @ Gmail » YouTube B4 Maps [l Whoislookup & IP.. @ Network Tools by Y... Builtwith Technolo.. EA Jefivey Friedl's Have | Been Pwned:... RS DVWA - Damn Vuln...

Go gle bigbasket X & Q HH ﬁ

Q Al @ News ¢ Shopping @ Maps [ Images i More Settings ools

About 60,70,000 results (0.41

www.bigbasket.com ~

BigBasket

The best online grocery store in India. bigbasket is an online supermarket for all your daily B|g basket < & big
sket

needs. Online shopping now made easy with a wide range of ...

Food company s

Results from bigbas

=t com Q

Fruits And Vegetables Sign Up Now ©  bigbasketcom

Buy farm fresh fruits and LOGIN; SIGN UP. OR. Mobile

vegetables online at the best .. Number (10-digit) / Email ... Customer service: 1860 123 1000

Foodgrains, Qil & Masala Offers Founded: October 2011

Only shop which sells foodgrains, OFFERS >ALL OFFERS>. Headquarters location: Bengaluru

oil & masala online.Find all .. Bigbasketeers have saved . Subsidiaries: Bloomskart Retail Private Limited,
) MORE

Login Fresh Vegetables

LOGIN; SIGN UP. OR. Mobils Online Vegetable Store - Buy fresh Founders: Hari Menon, Abhinay Choudhari, Vipul

Parekh, VS Sudhakar, VS Ramesh

Number (10-digit) / Email vegetables & green vegetables

Step 2: Open the website and on the right side there is login and
signup option choose one from them.




() Online Grocery Shopping and O/ X

€« X @ bigbasketcom

: Apps ® Gmail » YouTube M Maps [l Whois Lookuy @ Network Tools by Y BuiltWith Technolo EN Jeffrey Friedl's Imag ave " Pwned DVWA - Damn Vuln.

You are seeing our catalogue in © Bangalore, 100 Feet Rd-Koramangala Change Locati

Q, 1860 123 1000

I Search for Products m :>
SHOP BY CATEGORY @ OFFERS i BB SPECIALTY

A Login |

e My Basket
0 items

© 100 Feet Rd-Koramangala, Bangalore Sign up

All-you-need for
a clean home

Offers On Widest Range Of Hand Munch Beat Your Daily You Need For a

Staples Mangoe: Sanitizer on the go the Heat Essentials tean Hor

i & i No questions ssked
SRy ORUME orranee Esdeiven return poiic
;& m1 ) @ ENG

[ Online Gro hoppingand O X +

<« C @ bigbasketcom

= Gmail » iTube A Maps [l Whois Lookup & IP ® nNe BuiltWith Technolo. ] o s Ima Have | Been Pwned: DVWA - Damn Vuln.

Shopping at fingertips!! Download our app

B

Step 4: In this case we are using contact no for the sign up process.
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] Online Grocery Shoppingand O X 4

C & bigbasketcom

Apps & Gmail iube A Ma h up &IP.. @ Ne 3 Y Builtwith T : 2 Pwned DVWA - Damn Vuln.

Jj Quality
o1 %

Shopping at fingertips!! Download our app

B

. @ mi ) @ ENG

Step 5: Enter the One time password that is received on your phone
to sign up.

C @& bigbasketcom

Apps B Gmail » Youlube A Maps [l Whois Lookup & IP @ Network Toc Y BuiltWith Technolo. EF Jeffrey Friedl's Im: 2 Pwned DVWA - Damn Vuln.

@)

U [ crono- |

00:18

Shopping at fingertips!! Download our Gpp

{3

11




Step 6: Fill the required information to complete the sign up process.

» ™

Shoppingand 01 X +

(& @& bigbasket.com ) ¢

% Gmail » YouTube A Maps [l Whois Lookup & IP @ Network y Y BuiltWith Technolo. EA Jetfrey Friedl's Imag ave | B DVWA - Damn Vuln.

Shopping at fingertips!! Download our app

B [
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Step 8: Inright side corner it is visible that signed up with user name
vipul (In Victims browser).

[8) Online Grocery Shopping and O X +

C' @& bigbasketcom

» YouTube JA Maps [l Whois Lookup & IP. @ Network Tools by Y. BuiltWith Technolo. < ac ave | Been Pwnec ®#s DVWA - Damn Vuln,

Dear Customer, slots may not be available currently. We are working hard to ensure customers find slots.

Q, 1860 123 10 © 100 Feet Rd-Koramangala, Bangfilore 2, vipul

==~ My Basket

All-you-need for
a clean home

Offers On Widest Range Of Hand Munch Beat Your Daily You Need For a

No questions asked

L Quality

& you can trust

On time guarantee
h 5% value back if we are lete

Free delivery
i on orders above T1200

sk
eturn policy

@& = ) @ ENG

Step 9: Here its shows the other information related to account of the
victims.

Foodgrains,

»
Oils & Masalas
OttersOn | WidestRange Of Miunn T ————
Why choose bigbasket? DY cuanty, B Saimegiorentes R resdeiveny,, B emmEns’ ;
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Step 10: Press Function key+F12 to get the cookies detail as shown
in the figure given below.

[ Online Grocery Shopping and 0¢ X +

< &

@ Dbigbasket.com

i Apps W@ Gmal = YouTube & Map: o Vith Technola.. |31 Jeffrey Fi Have | Been = VWA - Damn Vil

B Hements Console  § 0 erfo Memon | Securiy dits ®5 49
ch for Products. Q

Dear Customer, slots may not be available

are working hard to ensure cus!

Precautionary Operational
Measures Updates

My Smart Basket

Step 11:Click on application then on cookies option that is in left of
the screen to collect the session ID of the victim current session of
BigBasket website .

[E3 Online Grocery Shopping and 01 X +

& c @ bigbasket.com [ &)

ii Apps @@ Gmaill » YouTube [& Map okup & IP.. @ Network Tools by Y... Builtwith Ted] ... e 2 Have | Been Pwned:... RS DVWA - Damn Vuln...

Dear Customer, slots may not be available currently. We
are working hard to ensure customers find slots.

FOODGRAINS |
OILS | MASALAS

Precautionary Operational
Measures Updates

My Smart Basket

1kg

@ ENG




Step 12:In cookies we get the following details like Name, value,
domain and many more from that find for Session Id and copy the
value given to that.

[ Online Grocery Shopping

&«

(e @ bigbasketcom

ii Apps @ Gmall » YouTube [ Maps [l Whe kup & IP... ¢ Tools by V... i E Jeffrey Friedl's Imag. Have | Been Pwned:.. VWA - Damn Vuln...

Search for Products, Q

Dear Customer, slots may not be available currently. We
are working hard to ensure customers find slots.

ntroducing
Bhome
HAND SANITIZER

Precautionary Operational
Measures Updates

wrgplahi
. E r100201 3 s... | fo None

My Smart Basket
GET 20% OFF

Onion

ENG

Step 13:Now in other browser (Attackers) open the BigBasket
website to login directly without filling the login credentials.

G bigbasket - Google Search x
<« C @ © @& https//www.google.com/search?client=firefox-b-d&aq=bigbasket - & T
Google bigbasket X Q i m.:
Q Al E News &) Shopping Q@ Maps =) Images i More Settings Tools

About 59,10,000 results (0.45 seconds)

www.bigbasket.com ¥

BigBasket

The best online grocery storgin India. bigbdsket is an online supermarket for all your daily Bigbasket bic
needs. Online shopping now [made easy with a wide range of Food company bai
Results from bigbasket.com Q
Fruits And Vegetables Sign Up Now ©  bigbasket.com
Buy farm fresh fruits and LOGIN; SIGN UP. OR. Mobile
vegetables online at the best ... Number (10-digit) / Email ... Customer service: 1860 123 100C
Foodgrains, Oil & Masala Offers Founded: October 2011 y
https://www.bigbasket.com m . B B - o

2 - ola]




Step 14:Here it is clearly visible that no one is logged In.

= Online Grocery Shopping and X

o X @ © & https;//www.bigbasket.com e @ mweoe =

You are seeing our catalogue in © Bangalore, 100 Feet Rd-Koramangala

Q, 18601231000 @ 100 Feet Rd-Koramangala, Bangalore A, Login | Sign up

S My Basket
0 items

5 big
baSket ‘ Search for Products.. m

HOP BY CATEGORY @ OFFERS 13 BB SPECIALTY

i

MROYAL [(POPULAR

FOODGRAINS |
OILS | MASALAS —

Your Daily Essentials

Transferring data from www.bigbasket.com... Widest Range Of Hand Munch Beat

Efe 0 e

Your Daily You Need Fora

3:48 PM

4/21/202

Step 15: Again press the Function key+F12 to view the cookies
detail.

¥ Online Grocers Shoopina and - x| =l ]
| Online Grocery Shopping and Online Supermarket in India - bigbasket
<« cC o © & hitpsy//www bigbasket.com s @ Ty m o &

m

langalore, 100 Feet Rd-Koramangala

Q, 1860 123 1000 @ 100 Feet Rd-Koramangala, Bangalore A, Login | Sign up
Search for Products. m [LOE==d
0 items
@ OFFERS &5 BB SPECIALTY
- =2
Style sheet could not be loaded, https://hello.myfonts.net/count/2ffbea x
® O inspector [ Console [ Debugger T4 Network {2} Style Editor () Performance 4k Memory [E) Storage T Accessibility 58 What's New B 4 - X
» B cache storage ¥ Filter +
+ B cookies Name Value Domain Path Expires / Max-Age Size HUMpOnly Secure SameSite  Last Accessed =
@ hpsyssecureaud.soloepm.com bb_aid MzE20TEAOTIZMg == bigbasketc_.  / Mon, 16 Apr 2040 1. 25  false true None Tue, 21 Apr 2020 10...
@ hitpsy//ck solocpm.com _bh_cid 1 bigbasketc... / Mon, 16 Apr20401.. B false tue  None Tue, 21 Apr 2020 10...
bb_frvid ATMZWODKMMW==[ZA0...  bigbasket.c.. / Tue, 21 Apr 2020 12.. 68  false tue  None Tue, 21 Apr 2020 10.
_bb_hid 119 bigbasket.c. ' Mon, 16 Apr 2040 1.. 10 faise true None Tue, 21 Apr 2020 10... 7
hitps://weew.google.com
a _bb locSrc  default bigbasket.c.. / Wed, 21 Apr 20211.. 17 false tue  None Tue, 21 Apr 2020 10...
v ndexed
! oe _bb_rdt MZEONjcAMTMxMg bigbasketc...  / Wed, 21 Apr20211... 27 false tue  None Tue, 21 Apr 2020 10...
* B Local storage _bb_rd 6 bigbaskel.c.. / Wed, 21 Apr 20211.. 7  false true None Tue, 21 Apr 2020 10...
» [ session storage bb_tc o bigbasketc. / Wed, 21 Apr 20211.. 7  false true None Tue, 21 Apr 2020 10...
_bb_vid NDALMzZIWO Dk == bigbasketc... / Mon, 16 Apr 20401.. 25  false true  None Tue, 21 Apr 2020 10.
_client_ve.. 2267 bigbasket.c... /! Mon, 16 Apr 2040 1... 19  false true None Tue, 21 Apr 2020 10...
_fbp fb.1.1587464290305.1410809... bigbasket.c. / Mon, 20 Jul 2020 10. 33 false false None Tue, 21 Apr 2020 10...
_gat_gtag... 1 bigbasketc.. / Tue, 21 Apr 202010... 24 false false  None Tue, 21 Apr 2020 10...
5 2cezaca281  hiobaciat oy 2 02240 20 o £al b

Ela o
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Step 16:Click on storage and then on cookies that is the leftside of the
screen, and check for Session Id and its value.

B Online Grocery Shopping and © X ‘

<« c o © & hitpsy/www bigbasket.com ee w

A Login | Sign up

Q18601231000 @ 100 Feet Rd-Koramangala, Bangalore

big
b basket Search for Products. m M“fii:f:

- -
Style sheet could not be loaded. https://hello.myfonts.net/count/2ffbca x
@ {3 Inspector [ Console [ Debugger T Network {3} Style Editor €Y Performance 4F Memory [ Storage T Accessibility §8 What's New B 6] - X
» B cache storage W rilter ltems + & B Vi
+ B cookies Name | [vare E Path Expires / Max-Age  Size HipOnly = = Data
@ nitps/fsecureaud.solocpm.com _dient_ve... | 2267 bigbasketc.. / Mon, 16 Apr 2040 1. oo brvestrmisaweat g o twpavaronz]
@ ntps://cksolocpm.com _fbp b1158746429.. | bigbaskelc. /7 Mon. 20 Jul 202010 33 | false Crealed: "Tue. 21 Apr 2020 10:17:50 GMT™
gat gtag... |1 bigbaskel.c.. /[ Tue, 21 Apr 202010.. 24 | false Domain: * bighasketcom”
ga GA126714435.. | bigbasketc.. [ Thu, 21 Apr 2022 10.. 29 false Expires / Max-Age: "Tue, 05 May 2020 10:17:50 GMT™
wv.google.com _gcl_au 11.658173841.... | bigbasketc.. / Mon, 20 Jul 202010... 31 | false HostOnly: false
+ B tndexed 0B 5 o HitpOnly: true
_gid GA121180588... | bigbasketc.. / Wed, 22 Apr20201.. 30 | false Lot st “Tuse, 21 Apr 2020 104750 GAAT™
+ B Local storage adb 0 www.bigbas... / Tue, 29 Jan 5332 10... 4 | false path: "
» [ session storage AKAAZ A bigbasketc.. / Tue, Z1Apr202011. 7 | tue g SameSite: “None"
bigbaskel.. | 4b2(868b-9964... | bigbaskelc.. / Wed, 21 Apr 2021 1. 49 | false Secure: true
esrlloken | 7IWUOUVIOTeDr... | www.bigbas.. /7 Tue, 20 Apr 2021 10... 73 false Size: 41
T £ q L

Ele oo e

Step 17:Replace the Session Id value of Attacker with the previous
one that is copied from the other browser i.e. of victims.

5 Online Grocery Shopping and © X ‘

<« & o © & hiips//www bigbasket.com - @ T

Rd Karamangala, Bangalare A, Login

u) bi
bags’ket Search for Products. m € e

R, 18601231000 @ 100 Fee

BROYAL [BPOPULAR

Style sheet could not be leaded. hitpsi//hello.myfonts.net/count/2fbca >
® O Inspector B0 Console [ Debugger T4 Network {3 Style bditor () Performance  £F Memory B Storage T Accessibility S8 What's New B 4 --- X
+ B cache Storage T Filter ltem: + C Bl ¥ ritervalie
~ B coo Name Value Domain Path Expires / Max-Age Size HttOnly = ~ Data
httpsy//secureaud. solocpm.com —dient_ve... | 2267 -bighrasketc../ Mor, 16 Apr 2040 1. ~ sossonid arvega
o 2
@ nttps//cksolocpm.com _fbp 1188746420  bigbasketc.. / Mon. 20 Jul 2020 10. e Created: "Tue, 21 Apr 2020 10:17.50 GMT
gat grag... | 1 -bighasket.c...  / Tue, 21 Apr 2020 10... 24 | false “higbasket.com”
_ga GAL.2.6714435...  .bigbaskelc.. / Thu, 21 Apr 2022 10... 29 | false Dxpires / Max Age: "Tuc, 05 May 2020 10:17:50 GMT*
f— ostOnly: false
@ nipssommngecglecem _ad au 11688172801 | bighasketc.. / Mon, 20 Jul 202010... 31 | false o
pOnly: true
* B Indexed DB c d SRR | bighaskolc - - alse
8 1 GAL2118058E.. | bighaskel ’ Wod, 27 Apr 020 1... 30 | fal et e 91 Apr 020 105941 G
+ B Local Storage adb 0 e || Tue,29Jan 533210 |4 | false
+ B Session Storage AKAAZ A bigbaskete..  / lue 21 Apr02011. J | true =
bigbaskel.. | 4b2(868b 9964.. | _bigbaskelc..  / Wod, 21 Apr 2021 1... 49 | false
esrftoken | ZIWMMOUVIOTEDr.. | wwwbigbas.. / Tue, 20 Apr202110.. 73 | false
1 ighasket.c.. / & Apr 2020 1

ElRe o0 elE
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Step 18: After replacing the value press Enter and refresh the page and
you will login with Victims Login Details as shown in right side of
the image .

B8 Online Grocery Shopping and = X

“« c o © @ hitps//www.bigbasket.com - @ i

=1 My Basket
o "

BPOPULAR

Style sheet could not be loaded. https/hello.myfonts.net/count/2ffbca X
® © nspector [ Console [ Debugger TN Network {} Style Editor () Performance 4 Memory [ Storage T Accessibility 3§ What's New B g - X
» B cache storage + ¢ @&
~ B cookies Name Value Domain Path Expires / Max-Age Size HttpOnly Secure SameSite s essed ~ w Data
® iips T _bb_vid NUAIMZWOD... .bigbasketco... / Mon, 16 Apr 2040 1. /25 true None [ o wrapargespsanakzomweTagwne |
_client_ve... 2267 bigbasket.o... / Mon, 16 Apr 2040 1... 19 true None . 21 ApT T0: T e T AT O 0TS0 G
@ nttps//mwww.google.com .
fop 1b.1.158746429... bigbasket.co... / Mon, 20 Jul 2020 10-... 33 false  None Tue, 21 Apr 2020 10: . ket.com
v, B Indexed DB ga GA1.2.671443S5. bigbasket.co... / Thu, 21 Apr 2022 10... 29 false None Tue, 21 Apr 2020 10: Tue, 05 May 2020 10:17:50 GMT
» B Local storage gd_au / Mon, 20 Jul 2020 10=... 31  false false None Tue, 21 Apr 2020 10:
+ [B) session storage _aid / 22 Apr20201... 30 None Tue, 21 Apr 2020 10:
ssed: "Tue, 21 Apr 2020 10:22:47 GMT
adb 0 / Tue, 29 Jan 533210.. 4 false None Tue, 21 Apr 2020 10: 5
AKAA2 A / Tue, 21 Apr 2020 11:... 7 None Tue, 21 Apr 2020 10: Naiw®
bigbasket.... bfdc5f85-02fb-4... bigbasketco... / Wed, 21 Apr20211... 49 None Tue, 21 Apr 2020 10: ;
csiftoken  bDAAZogIOVUS. / Tue, 20 Apr 2021 10.... 73 None Tue, 21 Apr 2020 10: Size
2=18dm =bigb. / Tue, 28 Apr 2020 10:... 76 None Tue, 21 Apr 2020 10:
wraplahja8ps3h... bigbasket / May 2020 1... 41 true None Tue, 21 Apr 2020 10:
-04-21 15.... big| / 21 Apr20211... 27 true None Tue, 21 Apr 2020 10:... ~

INTRODUCTION TO XAMPP

XAMPRP is a freely available and open source cross-platform
web server solution stack package, consist of the Apache HTTP
Server, MySQL database, and interpreters for scripts written in
the PHP and Perl programming languages.

X---=-=--=----—-——--Cross-platform
A--------——-—-————--Apache
M----------------—-MariaDB (Mysq]l)
> J—————— o | ] o
P--eeeeeeeeeeeee———Perl
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AVAILABILITY
XAMPP is available for:
» Microsoft Windows

» Linux
» Solaris
» MacOS

And it is mainly used for web development projects.

XAMPP INSTALLATION

Steps to install Xampp Server
Open the XAMPP website.

Go to https://www.apachefriends.org/index.html in your computer's web
browser.

19




What is XAMPP?

XAMPP is the most popular PHP development
environmen t

2% XAMPF for Windows A XAMPP for Linux & XAMPP for OS X
7.3.10 (PHP 7.3.10) 7.3.10 (PHP 7.3.10) 7.3.10 (PHP 7.3.10)

Download

Click here for olher versions

New XAMPP-VM for OS X available!

Step 1 Click XAMPP for Windows. It's a grey button near the bottom
of the page. Depending on your browser, you may first have to
select a save location or verify the download.

Step 2 Double-click the downloaded file. This file should be named
something like xampp-win64-7.2.4-0-VC15-installer, and
you'll find it in the default downloads location (e.g., the
"Downloads" folder or the desktop).

20




Mandhar...

.
campp-wind
"WwWs-x64-7.3.1
-0-VC15-inst

aller

Step 3 Click Yes when prompted. This will open the XAMPP setup
window. You may have to click OK on a warning if you have
User Account Control (UAC) activated on your computer.

n Xampp Windows X64

Verified publisher: BitRodk Inc
File origin: Hard drive on this computer

21




Step 4 Click Next. It's at the bottom of the setup window.

(2] Setup o s
Setup - XAMPP

Welcome to the XAMPP Sstup Wizard,

0 bitnami G

Step 5 Select aspects of XAMPP to install. Review the list of XAMPP
attributes on the left side of the window; if you see an attribute

that you don't want to install as part of XAMPP, uncheck its
box.

= By default, all attributes are included in your XAMPP
installation.

22




=] setup
Select Components

Select the components you want to install; cear the components you d
¥

E] El:,er rer Click on a compor

FileZilla FTP Server
Mercury Mail Server
; ] Tomcat

[= | El Program Languages

L LB PHP
‘B Perl

I'J E Program Languages
phpMyAdmin
Webalizer
Fake Sendmail

|(||<||<

XAMPP Installer

= Back

Step 6 Click Next. It's at the bottom of the window.

[Z] Setup _ @

Select Components

Select the components you want to install; clear the components you do not want to install. Click Next

5 Eber rer Click on a component to get a detailed description
i [ Apache
M mysaL
-~ [ FileZilla FTP Server
- ¥ Mercury Mail Server
- Tomcat
= I El Program Languages
[ PHP
- [ Per
= E Program Languages
- ] phpMyAdmin
- [ Webalizer
- [¥] Fake Sendmail

XAMPP Installer
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Step 7 Select an installation location. Click the folder-shaped icon to
the right of the current installation destination, then click a
folder on your computer.

» You can select a folder (e.g., Desktop) and then click Make
New Folder to create a new folder and select it as the
installation destination.

=] setup _ <

Enstallation folder D

Please, choose a folder to nstall XAMPP

Select a folder | C:'\xampp| re

i

Step 8 Click OK. Doing so confirms your selected folder as your
XAMPP installation location.

Step 9 Click Next. You'll find it at the bottom of the page.

<o e

=] setup — <

Ready to Install C]

Setup is now ready to begin installing XAMPP on your computer.
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Step 10 Uncheck the "Learn more about Bitnami" box, then click
Next. The "Learn more about Bithami" box is in the middle of
the page.

Step 11 Begin installing XAMPP. Click Next at the bottom of the
window to do so. XAMPP will begin installing its files into
the folder that you selected.

=] Setup _ X

Bitnami for XAMPP

Bitnami for XAMPP provides free installers that can install Drupal,
Joomia!, WordPress and many other popular open source apps
on top of your existing XAMPP installation.
hittps: //bitnami.com/>xampp

Learn more sbout Bitnami for XAMPP [

Vs

< Back Next > Cancel

Step 12 Click Finish when prompted. It's at the bottom of the XAMPP
window. Doing so will close the

= Window and open the XAMPP Control Panel, which is where
you'll access your servers.

25




El Setup _ e

Completing the XAMPP Setup Wizard

——
Setup has finished instaling XAMPP on your computer.
Do youw want to start the Control Panel now?

la bitnami G

= Back Finish Cancel

Step 13 Xampp server will run like this and start Apache and MYSQL.
Step 14 Click on finish.
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INTRODUCTION TO DVWA

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web
application that is damn vulnerable. The main goal of DVWA is
to be an aid for security professionals/experts to check their
skills and tools in a proper legal environment.

This will helps web developers to better sense the processes of
securing web applications and aid teachers/students to teach/learn
web application security in a class room environment.
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DVWA INSTALLATION
Steps to setup DVWA on your windows PC:

Step 1 Download and install XAMPP on your computer.
Step 2 Open XAMPP:

Then open the XAMPP control panel and start “Apache” and “MySQL”
service.

[) XAMPP Control Panel v32.1 [ Compiled: May 7th 2013 ] [
XAMPP Control Panel v3.2.1

Modules
Service Module  PID(s) Portfs) Actions

Apache 2128 80,443 [ Stop | [(Admin | [ Config ] [ Logs _

Config
& Netstat

M Shell

£ Sevices

FileZilla Start Config Logs
Mercury Start Config Logs

Tomcat Start Config | [ Logs

\
\
\
MysaL 3292 3306 [ Stop ] [ Admin | [ Config Logs | | [ Explorer
(e
\
\

[main] Initializing Modules
[main]  Enabling autostart for module "Apache’
[main]  Starting Check-Timer

[main]  Control Panel Ready

[Apache] Autostart active: starting

[Apache] Attempting to start Apache app
[Apache] Status change detected: running
Imysall _Attemoting to start MvSQL aoo.

C | © Notsecure | dvwa.couk

Dn)

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn
vulnerable. Its main goals are to be an aid for security professionals to test their skills
and tools in a legal environment, help web developers better understand the
processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.
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Step 4 Extract the Zip to htdocs :

Step 5 Open the web browser:
Step 6 Open the browser and then type “127.0.0.1/DVWA” in the
address bar (without quotes). You will see the setup page

o v @
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Step 7 To Login in DVWA just type User Name= Admin and
Password=Password i.e. by default user name and password.

@ 127.0.0.1/dvwa/login.php

DVWA

Username

admin

Password

Login

Step 8 After Login this screen will be available on the browser.

oy Welcome to Damn Vulnerable Web Application!

Instructions Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is fo be an aid for security professionals to test their skills and tools in @ legal environment, help web

Setup / Reset DB developers better understand the processes of securing web applications and to aid both students & teachers o
learn about web application security in a controlled class room environment.

Brute Force The aim of DVWA is fo practice some of the most common web vulnerabilities, with various levels of

Conmand inection difficultly, with a simple straightforward interface.
CSRF .
Eie Inclusion General Instructions

File Upload Itis up to the user how they approach DVWA Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
Insecure CAPTCHA is not a fixed object to complete a module; however users should feel that they have successfully exploited the

SGL Injection ‘ system as best as fhey possible could by using that particular vulnerability.
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Step 9 Set the security levels of DVWA according to your requirement.

3. High - This option is an e:
practices to attempt to s
exploitation, similar in var

4_ Impossible - This level sh
source code to the secure
Prior to DVWA v1.9, this |

Low [+|| Submit

SAL Injection
SAL Injection (Blind)

Weak Session IDs
XSS (DOM)
XSS (Reflected)

XSS (Stored) fow
Medium
\ | High
PHP Info ‘ Impossible HP-Intrusion De
About ‘ PHPIDS works by filtering any u

DWWA to serve as a live exampl
some cases how WAFs can be «
Logout |
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on DVWA

Steps to perform
Step 1: Fill the credentials to login in victims browser.

=S 1 =<
mn o & =

Login = Damn Vulnerable Wel >

c © & 127.0.01/dvwab/sloginphp

DVWAJ

Username

admin

Login

Damn Vuinerabls Weh Application (DVWA)

Step 2: Press the Function Key+F12 to get the cookies details.

o ]
a8 - r m o & =

D\WA)

Welcome to Damn Vulnerable Web Application!

[ Welcome : Damn Vulnerable \ % |

<« c @ © ® 127.00.1/dvwab,

Instructions Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals 1o test their skills and tools in a legal environment, help web

Setup / Reset DB \ developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment

Brute Force ‘ The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of
Command Injection difficultly, with a simple straightforward interfaci
CSRF | @
[ ] General Instructions <
® O mnspector [ Console [ Debugger T Network {} Style Editor €) Performance 1F Memory W Accessibility ¥F What's New 0] === X
+ C =

+ [ Cache Storage

t Acc ~ Data

/ Max-Age
~ PHPSESSID: “jd0hcalbvaj137rps76nSedpob”
“Tue, 21 Apr 2020 10:24:56 GMT*
Domain: *127.0.0.1°

Expires / Max-Age: "Session”

'
HittpOnly:
Last Accessed: “Tue. 21 Apr 2020 10:30:38 GMT
;

SameSite: "None”

Creat

Secunty Session

+ B Local Storage

» [ session storage

Size: 35

X 1PM
4/21/2020
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Step 3: Click on storage then cookies to get the value given to
SESSID and copy that value from victims browser.

[ welcome : Damn Vulnerable ' X | =@ e

<« c @ (0] 127.0.0.1/cvwab/ B - m o & =
Welcome to Damn Vulnerable Web Application!
Instructions | Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
Setup / Reset DB \ developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.
Brute Force ‘ T!1e aim nlD_VWA is to prac!_i\:e some n_f the most common web vulneral es, with various levels of
Command Injection difficultly, with a simple straightforward interface.
CSRF
il Inntieinn ] General Instructions -
® O3 Inspector Console [ Debugger T4 Network {3} Style Editor () Performance 4 Memory H Accessibility 3§ What's New ) - X
+ [ cache storage + G =
hd 8 Cookies Name Value Domain Path Expires / Max-Age Size HttpOnly Secure SameSite Last Accessed * Data
2 false  None (LT RO~ PHPSESSID: “jd0hcal6v4j137ma76ndedpob
+ B indexed DB security low fdvwab  Session 11 | false false None Tue, 21 Apr 2020 10... o Tue, 21 Apr 2020 10:24:56 GMT*

Do 127.001"

Expires / Max-Age: "Session”

air
+ B Local storage

+ [ session Storage Ho: true

Delete
Select Al

ly: false
Last Accessed: "Tue, 21 Apr 2020 10:30:38 GMT

SameSite: "None"
Secure: false
Size: 35

o) @& |

Step 4: Now open DVWA website on other browser i.e. of Attackers.

= | 6P
New Tab x + el = |

c[Emmme] <o o

Login :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - 127.0.0.1/dvwab

Q. 127.0.0.1/dvwab - Google Search

Login 2 Damn Vulnerable Web Application (DVWA) v1.10 *Development* - 127.0.0.1/dvwab/

Login :: Damn Vulnerable Web Application (DVWA) v1.10 *Development” - 127.0.0.1/dvwab/login.php

Google

{=

Q, Search Google or type a URL

~ +

Login Welcome Web Store Add shortcut

# Customize

e .o ¢lad




Step 5: Before login press Function Key+F12 to get the cookies
detail of current session of DVWAB in attackers browser.

Login = Damn Vulnerable Web /1. X == =l = |
<« C @ 127.00.1/dvwab/login.php % O
" Elements  Console  Sources  Network  Performan Application > H
= I I rf [ @ ox
\ Application G Filter (] O Only blocked
/ W Manifest Name Value D.. |Pa.. |Ex.. |Size | Ht.. |Se..|Sa.. |Pri..
®x Service Workers [ripsessio ludh44920fhjgra7gete3h. [ | [/ [se 35| v M
B Cleer storage security impossible 1. |/d.. |Se 18| v M
Storage

Local Storage

Session Storage
£ IndexedDB
Username = Web sQL

Password

Login

Background Services

Ty Background Fetch

& Background Sync

A Notifications

B3 Payment Handler

@ Periadic Background Sync
& Push Messaging

Select a cookie to preview its value

Frames

rn Vulner b Application [DVVWA) » Otop

e © o€ lelE

Step 6: Click on application and then on cookies to get the value of
PHPSESSID.

Login :: Damn Vulnerable Web £ X -
< C  ® 127.0.0.1/dvwab/login.php % O

& 4 Elements Console  Sources  Network  Performance  Memory

Application C Filter () Only blocked

Name Val D.. |Pa.. |Ex.. |Size | Ht.. |Se... | Sa... | Pri

P \ W Manifest alue =2 |
DVMA 2X Service Workers I PHE§E§§Q olydha40p0fhigr7istesh [1., I [se. | 35| v M

B Cleor siorage security impossible L. [/d..[Se.| 18| v M

Username

Password

Login

Background Se
1} Background Fetch
Q Background Sync
A Notifications

ayment Handle 3 "
& Select a cookie to preview its value
kground Sync

@ Push Messaging

Frames

Vulnerable V nelication (DVWA) » Dtop

PM
4/21/2020
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Step 7: Remove the value given to PHPSESSID in attackers system.

Login :: Damn Vulnerable Web /4 X =+ lel® = |
<« C  ® 127.0.0.1/dvwab/login.php % O
= Elements Sources  Network  Performance  Memory  Application % Tox
pl
\ Application C Filter Q X Only blocked

P W Manifest Name Value D.. | Pa.. | Ex.. | Size | H.| Se... | Sa... | Pri

PHPSESSID | 1./ Jse.| 35| v M.

/ security impossible 1. |/d.|Se.| 18| v M

Username

Password

Login

9ludh44920fhj8r27rj8te3h90

Damn Vuinerable Web Application (DVWA) » Otop

Efe 0 ¢lelE Dol

Step 8: Replace the PHPSESSID of attackers browser with victims
value that is copied earlier.

B Login :: Damn Vulnerable Web A: x IS
<« (e] @© 127.0.0.1/dvwab/login.php :
Con Son Networ Performanc: =
\ c
Nam alus x... | Si Pri
| pHpsesso fidOhcal6v4j137rp976n9edpolld |2 | 56! 9| v M.
Security Tpossible 1. |/d... |se. 18| v ™M

Login

pOORoe s @3

0}

le Web Agplication (DVVWA)

alfe 0l € lal&] SRR
Step 9: In Attackers browser remove the login.php.

35




A
Login :: Damn Vulnerable Web 4 X + l= 3|

¢« ¢ (@ 127001/dwa w0 i

{0 D\WA)

| Login |

Damn Vineral WA
Be _ o Cle D0

Step 10: As shown in the browser i.e. 127.0.0.1/dvwab/ press Enter.

[ Login :: Damn Vulnerable Web # X + lol@ =]

€« c 127.0.0.1/dvwab/ </ e :

Login :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - 127.0.0.1/dvwab/

127.0.0.1/dvwab/ - Google Search

Q
[Z Login = Damn Vulnerable Web Application (DVWA) v1.10 *Development* - 127.0.0.1/dvwab/login.php

ey

Login

Damn Vulnerable Web Application (DVWA)

{e H QJ‘ \ﬂ\l/ i N ) 4:;3;&

Step 11:1n Attackers browser we are loggin with Victims credentials
by just replacing the PHPSESSID value.
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B Welcome : Damn Vulnerable We X = lol@] = |

<« ¢ © 12700.1/dvwab/ * O

[ Welcome to Damn Vulnerable Web Application!

Instructions Damn Vuinerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
Setup / Reset DB developers better understand the processes of securing web applications and to aid both students & teachers to

learn about web application security in a controlled class room environment.

Brute Force The aim of DVWA is to practice some of the most common web vulnerabil
T difficultly, with a simple straightforward interface.

CSRF -

R General Instructions

ies, with various levels of

File Upload It is up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onte the next one. There
Insecure CAPTCHA is not a fixed object to complete a module; however users should feel that they have successfully exploited the

— system as best as they possible could by using that particular vulnerability.
SQL Injection

Please note, there are both documented and undocumented vulnerability with this software. This is

saL (Blind) J ir . You are encouraged to try and discover as many issues as possible
Weak Session IDs DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
XSS (DOM) increase the difficulty. This will demonstrate how adding another layer of security may block certain malicious

actions. Note, there are also various public methods at bypassing these protections (so this can be seen as an

XSS (Reflected) extension for more advanced users)!

XSS (Stored) There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue.

CSP Bypass

JavaScript
WARNING!

Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public htmi
P it mmn £ PTIY LY oy ol ot

B 0 ¢ elE
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